
Policy-based plug-in 
management.
Ninja’s plug-in architecture was designed 
with flexibility and extendibility in mind.
That way you get a robust product that 
enables you to manage your entire email 
security. You can create customizable 
policies utilizing Ninja’s integrated plug-in 
management. Ninja includes plug-ins for 
antispam, antivirus, attachment filtering, 
and disclaimers. The architecture is built 
to accommodate the integration of 
additional plug-ins in the future which will 
include content filtering, archiving, 
content auditing, and more.

 

With extensive policy creation 
capabilities, you can create custom 
policies for groups of users or a single 
user using Active Directory. You can set 
parameters based on user and/or 
organizational requirements. If you wish, 
you can simply associate all users with 

filters attachments at the Exchange 
server, before they reach your users and 
as they are sent between users.

Server-based enterprise antispam 
filtering.
For its antispam capabilities, Ninja 
includes Cloudmark’s™ antispam 
engine, Sunbelt's own antispam engine 
and support for Real-time Blackhole 
Lists (RBLs). This plug-in delivers 
superior spam detection against both 
standard and image spam using 
heuristic functionality and spam 
signature technology. Ninja can be 
configured to delete, centrally 
quarantine, add Subject line 
identification, or send to a custom folder 
in the end-user’s Exchange mailbox. 

Ninja’s default plug-in policies and have 
a powerful messaging protection solution 
in place in just a few minutes. 

You can also create separate policy 
templates for different groups or 
individuals. And, you don’t have to set up 
and maintain lists of blocked IP 
addresses and constantly create all sorts 
of custom rules. You have the flexibility 
to fine tune the aggressiveness of 
detection for all messaging plug-ins.

Fast deployment in Exchange 
2000/2003 environments.
Ninja’s management console enables 
you to install, configure and manage 
your full messaging security from one 
central location. Designed as an MMC 
snap-in, deployment is simple with a 
minimum of configuration effort needed. 
Ninja seamlessly integrates with 
Microsoft® Exchange and provides
world-class spam, virus, file attachment 
protection, and disclaimers. Additionally, 
Ninja makes it easy to create policies 
across multiple messaging plug-ins.

Multiple scanning engines for 
higher detection and protection.
Ninja is designed to meet both the spam 
and virus protection needs of your 
organization. With multiple spam and 
virus scanning engines, you 
automatically receive higher detection 
rates and a more accurate response to 
the messaging threats that attempt to 
enter your network. As an integrated 
email content inspection, antispam and 
antivirus solution, Ninja not only scans 
and eliminates viruses and other 
dangerous message content, but also 

Flexible Email Security.
Your Weapon: Sunbelt Ninja Email Security.

Ninja Email Security is an advanced and powerful, policy-based email security product that provides you as a system 
administrator the weapon to enforce email policies that protect your network against spam, phishing, viruses and other 
messaging security threats.

Ninja provides a layered security approach for email inspection, cleansing and management. By using multiple scanning 
engines for antispam and antivirus, while integrating other email security rules, all treatment of messages occurs at the 
server, not at your end-users’ workstations – no client software needed.

When you first launch Ninja you get an 
at-a-glance view of your messaging traffic 

Console

Select simple configuration options for setting
up an attachment filtering policy 
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